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Who Am I

Cybersecurity practitioner with 25+ years of experience

3 x CISO, startup advisor and founder

Career mentor and academic lecturer

Open-source developer and advocate



Why This Talk

Thanks to AI, now we can find more security bugs in software than
ever before.

But what happens with the security of the product over time?



Our Software Is Secure

What does it actually mean? And when?



Transparency and Trust

Customers trust us to deliver a secure product.

But how can we support this trust claim?



What Would You Do?

Nothing! Our security quality is good enough.



What Would You Do?

Use SAST, DAST, threat modelling. Just because others do the same.



What Would You Do?

Use a systematic approach. Sounds boring, but hold on.



Systematic Approach To Security Maturity

Two most popular frameworks to measure and improve software
security maturity: BSIMM (commercial) and OWASP SAMM (open-
source).

SAMM (prescriptive): Here’s how to do it

BSIMM (descriptive): Here’s what others are actually doing



Inside SAMM



How To Collect Input

Interviews

Self-assessments



Questionnaire Example



The Setting

A technology company with 20+ autonomous product teams

Mix of web, mobile, backend apps

Shared security approach but independent delivery cycles



The Goal

Measure security maturity of all teams and the company overall, and
understand what to improve.



What Didn't Work

One questionnaire for the whole company ignored team context

Language was too abstract

The questionnaire was too big

Some teams felt it was irrelevant or added no value



What Finally Worked

One questionnaire per product team, completed annually

Prefilled common items

Simplified and more specific questions

Product owners and other stakeholders involved



Scoring

Per product team and global score

Annual comparison between teams

Areas for improvement



Scoring Example



Outcomes

Increased security awareness in the teams

Meaningful maturity metrics that evolve over time

Evidence of security maturity for customers



Final Notes

SAMM provides a comprehensive view on security maturity

No need to implement all the requirements, but consider the risks

Useful for roadmap planning



Thank You


