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Who Am I

Cybersecurity practitioner with over 25 years of experience

3 x CISO, startup advisor and founder

Career mentor and academic lecturer

Open-source software engineer and privacy enthusiast
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The Story

Why this talk?
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Article 33 GDPR

1. In the case of a personal data breach, the controller shall without undue delay
and, where feasible, not later than 72 hours after having become aware of it,
notify the personal data breach to the supervisory authority [...]
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Article 33 GDPR (continued)

3. The notification referred to in paragraph 1 shall at least:
(a) describe the nature of the personal data breach [...];
(b) [...];
(c) describe the likely consequences of the personal data breach;
(d) describe the measures taken or proposed to be taken by the controller to
address the personal data breach [...].
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Provides access to correspondence to and from governmental agencies in Norway.
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The Request

I requested data breach reports from private companies (AS) submitted to
Datatilsynet from January 2025.
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The Response (continued)

In the following three weeks I received ~500 responses from Datatilsynet, and 319
full reports in total.

The remaining ~180 reports were not received due to sensitivity of the information.
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Average :( so automated and manual verification was applied.
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Excluded Reports

Most common "boring" cases:

Mass email sent to all recipients in To: or Cc: (instead of Bcc:)

Wrong email recipient or data subject selected
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Research Scope

Filter (from 319 total reports):

Private sector (AS, aksjeselskap) only

Submitted to Datatilsynet in 2025

Only non-human (technical and other) issues

The final scope: 93 unique incidents reported by 85 companies.
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The Statistics

Some numbers to consider
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Incident Timings

Half of the incidents were resolved within a day.

The median for the remaining half was 32 days.

NOTE: based on the context of incidents, the times are highly inaccurate in many
cases.
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Risk Assessment

Only 20% (18 of 93) of reports mention that risk assessment of the incidents was
performed.
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Supply Chain

Nearly 30% of incidents (29 of 93) are directly related to a third-party service
provider (or cloud service).
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Physical Security

Small but real! 5% of incidents (5 of 93) are related to equipment theft (and 4 of 5
breaches use the same attack vector).
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The Analysis

Facts and conclusions
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Root Causes

1. Phishing and credential theft

2. Misconfigurations and access control failures

3. Ransomware and direct hacking

4. Software bugs and API vulnerabilities
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Root Causes (continued)

So human factor is still the most frequent problem. But what are the
countermeasures?
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Counter-measures

1. Account security tightening and access revocation

2. Updating and creating formal policies and routines

3. Employee training and awareness programs
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What Could Be Done Better?

More practical risk analysis

Security automation (to eliminate human factor)

More transparency in maintaining customer trust
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Fun Time

(which was not actually fun at all)
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OSLOOSLOOSLOPay 70K EUR To A Stranger



OSLOOSLOOSLOHire A Security Firm To Leak CISO Candidate CVs
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The Summary

Conclusions and remarks
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Verizon Data Breach
Investigations Report
2025
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Conclusions

Potecting against human-factor vulnerabilities with human-factor counter-measures
doesn't work anymore.
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Conclusions (continued)

Many companies still trust their providers more than they should, and critical
scenarios are still viewed as unrealistic, ignoring global industry trends.
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Conclusions (still continued)

Many companies are not able to maintain and demonstrate trust to their clients and
users.
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Thank You


